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General

The Wanzl Access Manager offers a central dashbaord for access controls in a homogeneous interface,
displays the corresponding states and supports the user in the administration of these components. The
Wanzl Access Manager is a leading platform for monitoring and managing access controls of security areas.

Headline
= 7 8 9
1Anlagen [2Administration ¥ } [?;Ereignissev PKar‘(env ]SStatistik 6 admin (% Abmelden | M@ v Deutsch ‘ x

Number Function ‘

1 Button Management Dashboard

2 Administration

3 Events Button

4 Cards Button

5 Statistics Button

6 Logged in User

7 Log out Button

8 Languages menu

9 Adjust the display to entire width of the screen

Menu items

Gates

https://<dns-name or ip-address>/gates

In this view, all access controls are shown in an intuitive interface. There are grouping options in two
categories. First of all, you can group by location. You can then combine different positions within the
location. Individual gates can be added using the "New" menu item.

WanZI  sosgen [ vervanng~ | [eregnsse~ | [(amen= | st saistor G someicen [+ Do | B0

Anlagen

[ Oy E—— C] emor. [ nmre .

:|P1 GGS@ DP175. E] DP1,G @
| =]
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Set up a new Gate

In this view you create a new gate. The fields names, displayed name and Position of the Gate must be
verified with values. Then click on Attachments.

Wanzl e | vevanng- | | erionsse~ | [ Karen~ | statstic Adminisirator (# Abmeiden | M+ Deutsch x

Aniagen > Aniage

Auswels 5
Name P1_TestGate
Anzeigename P1_TestGate
Position P

Meldungen deaidivieren (]

Gespertt s}

Spomen | [Fomeeen | (s ) [osaen e
aen &

strichcode. Mitarbeter Anzahi S

Bearbeiten

You can now see in the view that you have created a NEW gate, in this case the fourth gate in this view.

wanzi (]

Aiagen

Neu raseeransicnt (@ Standort | Stancor ausvanen v Postion:  Postonen susvanien v
[ vomar [ERE RS Ausg: ‘sperien rengung: [EEEY e erer: [N
Ale markeren - a4

0/4

. )

Dmcs:m I:M_G ?] DM_G IFI :|P1_T m

ool Sycetiem: - Sscevennt

In the next step you connect the gate to the server.

https://<IP-Adresse des Dashboards>

To do this, check on the General tab that the correct gate name has been entered.

W@nZJ vore Do Sius [Kontguaton| Sysiem WEAC Daen Sttt quest @ Abmeiden | Wm - Dewsch |
VonDateiladen  Zundcisetzen
Algemein | Geme  Aamise  Sgd  Ausgagssgnale  Okpachers  Bidschime  Sever  DiamexAKuaisieren  Komigurallonsyp

general (general)

Gate-Name
P1_TestGatd

Stave

Alle Alarme Deakivieren

Verhatten fur e Falle, wenn das gleiche quiige Ticket menr ais einmal gelesen wid *
Gate st fur eine Person geofinet, weiter gelesene Tickets werden ignorert

Voranstellte Barcode zu GUlgkelt nur mit lokalen Barcodes

Reguiarer Barcode zu Gilligkeit nur mit iokalen Barcodes

Then check the following points on the Server tab.

Server#0 (server)- must be set to remote.
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Activated slide-switch is activated.

Your server should be entered under Name*,

Your URL should be entered under URL*.

Gate should be entered under Username*.

Your password should be entered under Password*.
Save at the end.

EEZEEE | vonvetiscen | | Zusscsezen

Algemein  Gerate  Alammiste  Signale  Ausgangssignale  Dispatchers  Bildschime  Server  Diamex Aktualisiersn  Konfigurationstyp

TN

Server #0 (server)

Fem

Axtiviert

«

Schleuse.

URL des Gates (2 8. htipi/ocalhost 8886)

Pause nach Verbindungsausfall, Sekunden *

5

Name *
Server #0
URL®
hitps:/ihve URL de
Benutzemame *
gate
Passvort*

ihr Passwort

Statstisch synchronisierte MassengroRe *
100

In the next step, please click on System in the top bar.

WanZIl Fore Dastooard Status |Konfguration| Systam WEAC Dateien Statstc quest (@ Abmeiden | wm - Deutsch
Von Dateiladen  Zurucksetzen

Algemein  Gerate  Alarmiiste  Signale  Ausgangssignale  Dispatchers  Bildschime  Server  Diamex Aktualisieren  Konfigurationstyp

Server #0 (server)

Fem

Axtiviert

( @

Schieuse
URL des Gates (2.8, htp:/ocalhost 8888)
Pause nach Verbindungsausfal, Sekunden *

5

Name *

Server #0
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You will now see the following display, here please press restart once. Now your new gate should be
connected.

WanZl tome Dshboad Status Konfguration | System| WEAC Dateien  Statistk guest (@ Abmeiden | mm - Deutsch

2=
DD e ﬁ

Netzwerk ~ OpenVPN ~ USB-Gerate  Hardware  Software aktualisiersn

unable to intialize libusb: -99

#15 [deviinputlby-id
Stderr

Is: [devfinputby-d: No such file or directory.

#find [dev -name ttyUSB* -0 -name tyACM"

Finally, you can check the connection in the Status tab. CONNECTED must now appear under State.

WE@NZI Home Dashooard [Status| Konfiguration System WEAC Dateien Staistic guest @ Abmelden | wm - Dautsch
K Server
T Letzter Fehler Zustand Handlung
Fem Verbunden
() Bidschime
Display Entry tps:/igate maxcrc dedispayidisplay_entry
Display Exit itps/igate maxerc dedisplay/display_exit
& Gerate
© Name T Zustand Fehlergrund Fehler
Simulator Simulator Geschlossen
Light Bar Simulator Betribsbert
Audo-Player Simulator Betribsberst
Stave FMCU Simulator Betribsberst
Led Player Simulator Betrebsbersit
Led Player Simulator Betrebsbersit

Edit existing Gate

https://<dns-name or ip-address>/gates

You are in the same view as where you would create a new gate.

Please move the slide switch "Grid view" to the left.

Avtagen [ Aammsaton - | eregnisse - ] [aren~ | stast admin @ Asmeisen [mm - Do | 50

asarsin Q) snort | s ovran [ ee— .

Alle markieren - magstap  + 0/6
P1
[re.o] [pse.[e] [Jrse.[e] [Jrr.(e] [Jer.(e] [Jer.[o]

SSaetrennt Saetrennt Saetrennt SsGetrennt SSaetrennt e Nomal
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In the view click on the name of the gate which you want to edit (in the example P1_TestGate2).

WanZI oo [ omvisimon~ | [Eregnsse- | [(aren~ | s somin G Aomeicen [+ Deusen | B0

Aniagen

Neu Rasteransicnt. Standort: | Standorte auswahien v Position:  Positionen auswahlen v
[ romar [EEENERREEEN cacoren cnzeireg. [RWHIEEY caveoren  enzeic. JEESLERH A s U A s |
O Name Position standort Modus A & & = Aam Rein. Gesp. Aniage
O Picet ® F Standort Normal

Gate st getrennt.

O ricez ® F Standort Normal

Gate st getrennt.

O Pices ® B Standort Normal

Gate st getrennt.
O P1_TestGate ® P Standort Normal

Gate st getrennt.
R e ~— Standort Normal

Gate st getrennt.

In this view, please press the "Edit" function.

g At~ | e~ | [ aren ] s a0 pomecen [I D] 3%

Anlagen > Aniage

10 6

Name P1_TestGate2
Display name P1_TestGatez
Postion o1
Melcungen ceaitvieren O

Locked o

Karten

Barcode. Mitarbeiter Anzahl %

[ b

You can now edit the gate in this view.

wanzi v s ® somoen x

Anlagen > Gate-Karten

p1_testcate2
1. Standort_ $Z_——1
Getrennt

Barcode Mitarbeiter Mitarbeiter 1D Anzahl

Remove Gate

https://<dns-name or ip-address>/gates

You are in the same view as where you would create a new gate.
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Please move the slide switch "Grid view" to the left.

Antagen [ pamnssaton~ | [‘erognisse - | [ karen~ | s acmin @ Aomeicen [mm- Dewson | 50

Aniagen

[fr]  rosemson @) s | surarnamanen [ Pw—— .

Alle markieren - umamstb 0/6

P1

DH_G ;@ DH_G 7@ DH_G @ DN_T E DPLT 7@ Dm_t 7@

yetent yetemt SScetrennt Syetennt Syeten o Normal

In the view click on the name of the gate which you want to delete (in the example P1_TestGate6).

Wanzl e oo~ | [Geoe | S— aamin G somecen [ Dewsen ] 54

Anlagen
Neu Rasteransicht Standort:  Standorte auswahlen v Position:  Positionen auswahien v
O Name Position Standort Modus A & & E Aam Rein. Gesp. Anlage
O P1_cet ® P Standort Normal

Gate st gotrennt
O Pice2 ® P Standort Normal

Gate Ist getrennt

O p16Gs ® P Standort Normal

Gate ist getrennt

O P1_TesiGate ° P standort Normal
Gate st getrennt
O p1_tesiGatez ® P Stancort Normal
Gate st getrennt

IR —— L Standort Nomal b © b o @

In this view, please press the "Delete" function.

wanzi x

Anlagen > Aniage

10 7

Name P1_TestGatet

Oisplay name P1_TestGatet

Postion o1 B
Melcungen cealtvieren 0

Lockea o

() (e a8

Karten

Barcode Mitarbeiter Anzahl %

To be on the safe side, you will now be asked again whether you really want to delete the element? Please
confirm this.

Gate 'P1_TestGate6"

Soll dieses Element wirkich geloscht werden?
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After deleting, you will automatically be shown the next gate (here in the example P1_TestGate2). Please
click on attachments here.

WaNZI e [ orsvan | [crogmes ) s [N — x

Aniagen > Aniage .

o 6

Name P1_TestGate
Display name P1_TestGate2
Postion P
Veldungen ceatvieren )

Locked o

) [ (=) ) old

Karten

Barcode Mitarbeiter Anzahl %

You will then see in the grid view that Gate P1_TestGate6 is missing and has been successfully deleted.

Avagen [ Aamisiaton - | [ Ererisse~ Stasti admin @ Abmeiden ®

Aniagen

Rasteransicht Standort: | Standorte auswahien v Position:  Positionen auswahlen v
[ o MR i conr oo, [T oo coies [ = I ~ o |

O Name Position standort Modus A & £ = Aam Rein. Gesp. Anlage

O Picer ® B standort Normal

Gate ist getrennt

O ricez ® B Standort

Nomal
Gate ist getrennt.
O P1cos ® P Standort Nomal
Gate ist getrennt
O Pi_tesicate ® Pt Standort Nomal
Gate it getrennt
O Pi_tesiGatez ® P Standort Nomal

Gate ist getrennt

Administration

User

Set up new User

Edit existing user

Event notifications
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Locations & Positions tab

Groups tab

Permissions tab

Groups

Set up new group

Edit existing group

Users tab

Permissions tab

Positions

Set up new Position
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Edit existing Position

Locations

Set up new Location

Edit existing Location

Locations & Positions

Configuration

Connectivity Board

Contact Type Impulse Description
A8 Output Yes (500 ms) Person has entered
A9 Output Yes (500 ms) Alarms*
E3 Input Yes (500 ms) Open Entry
E4 Input Yes (500 ms) Open Exit
Card is valid, open the
E6 Input Yes (200ms) >
gate
Card is invalid, do not
E7 Input Yes (200ms)
open the gate
Emergency State
E8 Input No
button**
E9 Input Yes (500 ms) Open Entry 70%
E10 Input No Fire Alarm
*A9 Alarms:

B Gate is out of order, when a mandatory device is broken or a connection to the server is broken (if the

server is used in the solution).
®  Tailgating or other unwanted actions.
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Entry barcode scanner is broken or it is a stub.
Gate in in the Fire Alarm or Emergency state. The alarm is produces as a repetitive pulse signal
(700ms).

B Gate is open only for exit.

After the Emergency State button pressed, the gate switches to the Emergency State. Then only exit from
this state is to restart the gate.

The signal can be set/received to/from a contact from any of the halves of the gate.

Configuration Management

User Interface

The Galaxy Gate is configured through the /configuration page. If the server is running at 192.168.1.221
and port is 8888, the url is:

http://192.168.1.221/configuration

1" Webservice Panel x W\

€ C | @ 192168.1.221:8858/configuration

Q'"" Panel  Configuraion  Status  Remote Panel

=

General

Dispatcher

Type
dispatcher_default

Remote Host*
http:/localhost:8888

Remote Service Path*

face.asp.

Remote Camera Upload Path*

facePhoto.asp
Poll Interval, seconds*
120
No Connection Audio Message Timespan, seconds *
30
No Connection Audio Message Count*
4
Miscellaneous
Ticket Policy
Barcode
Websocket Protocol
ws
Gate Role

Left

Devices

Barcode Reader Entry Barcode Reader Exit
Type Type
barcode_scanner_simulator M barcode_scanner_simulator

Instance Name * Instance Name *

There are two buttons on the page:

Name Description Action

Saves the modified configuration
Save Post
to the server
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Discards any changes by
Reset reloading the configuration from |Get
the server

The configuration is split into sections and subsections:

¥ General

® Dispatcher

®  Miscellaneous
B Devices
Barcode Reader Entry
Barcode Reader Exit
Gate
Tracking Camera
Audio Player
Camera
B Displays

® Display Gate Entry
Display Gate Exit
Display Entry
Display Exit
Display Timelnfo

Here are some screenshots:
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General

Dispatcher
Type

dispatcher_odoo_superfly v
Host ™

192.168.1.221

Port ™
8069
Protocol
http v
Password *
pass
Poll Interval, seconds*

120

Mo Connection Audio Message Timespan, seconds ™

300

Mo Connection Audio Message Count™*

4

Miscellaneous
Ticket Policy

Barcode b

Websocket Protocol

WS v
Gate Role
Left v
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Devices
Barcode Reader Entry Barcode Reader Exit
Type Type
barcode_scanner_rfid v barcode_scanner_magellan v
Instance Name* Instance Name*
Barcode Scanner Entry Barcode Scanner Exit
Read card not often than, ms*® Read card not often than, ms*
1000 1000
Port* Port*
fdevittyUSB2 IdevittyUSB3

Beep Enabled

OFF

Gate
Type
gate_galaxy_modbus v
Port*
fdevittyUSBO
Timeout, ms*
500
Baud rate ™
115200
Reverse

OFF

Timeout Count™

2

Timespan Before Audio Message, seconds ™

10
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Audio Player
Type

audio_player_sonos v
Host Ip Address ™

192.168.101.86

Sonos Ip Addresses, separated by a comma*®

192.168.101.159

Volume, %*

100

Camera
Type

camera_http v

Url=

192.168.1.33

User®

admin

Password *

pass

Delay On Enter, ms*®

0

Delay On Exit, ms™®

0

Disabled

OFF
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Tracking Camera
Type

tracking_camera_xovis v

Host™”

10.122.21.21

Port™

80
Protocol

http v
Password *

pass

Entry Line*
EnterLine

Exit Line ™
ExitLine

Inner Entry Zone *

EnterDangerZone

Inner Exit Zone*

ExitDangerZone

Outer Entry Zone

EnterZone

Outer Exit Zone*

ExitZone
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Displays
Display Gate Entry Display Gate Exit
Content Module Content Module
trade_fair v default v
Rotate 90 Grad Rotate 90 Grad
OFF OFF
Display Entry Display Exit
Show Video Show Video
OFF OFF

Display Time Info

Facility Management Control Unit (v2.4-88-gf5bd36c-dirty)

A subsection is often has a structure with a combo box named Type at the top and some fields that follow.
This structure is used for configuring an entity that can have several implementations. What is important is
that the implementation can differ in type and number of controls. For example, a simulator of the gate has
only two properties:

Gate
Type

gate_simulator v
Timeout Count*

2

Timespan Before Audio Message, seconds™®

10

Architecture

The picture below gives a bird's eye view of the configuration management.
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e -
Web Configuration Page [https://gate.maxcre.de/configuration) }

User Interface

|
|
Component M : mm———————— -
3 B Configuration Default Data Schema Open Source Libraries
cen |
|
|
|
|
|
|

Component 2

|

|

~— A Vue :
|

|

Vue Form Generator :
|

|

|

|

|

|

|

|

|

I

|

|

|

I

I

|

I

I

|

I

|

| ~
| Component 1
: * Field 1 (Text Input)
|

|

I

|

|

|

|

|

|

|

|

|

|

|

* Field 2 (Select)

* Field N .
Application

Open Source Libraries

Tornado Web Server
T e T e 1 (f — _
Persistent Storage (File System) | TR Jinja2 Template Engine
I

Manager

I
I
|
|
I
I
I
|
|
|
I
I
|
Initial Configuration Default Data & Schema Fabric |
../settings/base/base.py json Encoder/Decoder }
|
|
|
|
|
|
|
|
|
|

simple-settings for
loading .py settings

S S Gate Components I
Configuration 0 di
Jvarflib/fmcu/Configuration.json eps:n |nglon Default Data
Configuration

When the gate starts and the Configuration.json is present it is created from the Initial Configuration (base.
py or other .py configuration file). The Schema contains a set of data for describing controls in form
components:

®  Which controls should contain a component
B validations rules if any

E.g. a form component can contain a text box and an input for integers. The data range for integer should 1-
100.

The Default Data contains the initial data for controls in form components.

Edit this section

Roadmap

The features are planned for the upcoming release:

B Configurations page allows you to see the list of available configurations. You can:
B Clone an existing configuration to a new one
B Delete a configuration
B  Make a configuration active. Only one configuration can be used by the server and it is called active.
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Apply button. This should apply changes on-the-fly.

Restart button. This should restart the docker container and apply settings, which cannot be applied on-

the-fly.

B Extend the vue form generator library:

B Make the switch control consistent with the switch controls on other pages

B Add a control which allows you to manage an array of items (e.g. the list of connected gates). E.g.
https://codepen.io/safx/pen/AhCtk

Import/Export of a Configuration.json.

Reset any configuration to the default one (by removing the json file

Management of Events

The following sections contains the term Path, which means the path is part of the URL. E.g., path /events
for the FMCU Server running under https://server.maxcrc.de/ means

https://server.maxcrc.de/events

Events

Web path:

/events

The page shows a filterable and sortable list of events:

Name Description
Date Date and time when the event occurred
Name Translated name of the event
Gate Gate if appropriate where the event occurred
State The state of the event if supported
Category Category to which the event belongs to
Info Additional info about the event

Edit this section

Event Definitions Page

Path:

/event-definitions

The page shows a list of definitions of events:
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Name Description

Name Name

Event Definition Groups Groups to which the event belongs to if any

Can be empty (for impulse events) or On, Off (for

Supported States :
the events with states)

Category Category to which the event belongs to

Edit this section

Event Definition Groups

Path:

/event-definition-groups

The page shows a list of event groups:

Name Description
Name Name
Events Event definitions assigned to the group
Delete Delete button

An event definition group allows you to group one or more events so that it can be bound to a user group.
See Event Subscriptions below

Edit this section

Event Subscriptions

Web path:

/event-subscriptions

The page shows a list of event definition groups bound to a user groups.

Name Description
Group User group
Event definition group Event definition group
When locked, events are not sent to the users of
Locked
the group
Info Any informative text
Delete Delete button
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When a event definition group is bound to a user group and not locked, new events from the event definition
group are sent to the users from the user group. The user must have a valid email address.

Example. A user group Alarm events with two members userl and user2 is bound to an event definition
group Alarm events with two events GateTailgating and GateStateFireAlarm. When either or both of
these events occur, both users userl and user2 receive an email notification about that.

Edit this section

Configuration

Path:

/configuration

In order the emails with events can be sent out, the Email section with the information like the hostname,
port etc. of the outgoing server and credentials should be properly configured.
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